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Managing the Data Explosion

In 2012, businesses will create 5 times as much digital information as they did last year.
This pattern of exponential data growth is set to continue, with the amount of computer-
based information set to double every 18 months. Businesses face the continuing problems
of storage, confidentiality, accessibility and backup. Where is it all heading?

Data storage is not a new issue

Remember having to change floppy disks so that you could finish saving the annual budget?
Nowadays, storage devices have increased to previously unthinkable capacities, yet we still
run out of room. It seems that Parkinsonods
states that fAwork expands to consume the ti
is not going to go away. As capacities continue to increase, our need to push the boundaries
will dictate that the capacity will never quite be enough.

Data is now the primary asset of most businesses

In the heyday of manufacturing, the key assets of business was in the machinery itself. In
the past two decades, there has been a dramatic shift towards information being their key
competitive advantage. In the event of loss, hardware can be much more easily replaced,
however insurance will not compensate for the loss of intellectual property, systems,
relationships and market intelligence that is wrapped up in your data.

Emerging technologies will assist in data management

Automated offsite backup is becoming commonplace, with an unprecedented increase in
demand in the past 12 mont hs. This is our
tapes, CDO6s o-rit might beetime td ealus.c e s

Cloud computing is definitely one of the buzzwords of the past two years. The chances
ar e, youodre already wusing cloud computing
Google Docs or any otherweb-based system then youdre HAin
is that you are using someone el seds -hlayoudw
computer does is interact with this information.

Data de-duplication involves removing duplicate information from computers and
replacing it with a fApointerdo to one origi
information will be duplicated in some form elsewhere on the hard-drive. As an aside, Nexus
sees de-duplication as a key technology to optimise backups and this technology will be
included in a future release of our backup software.

Outsourcing will become a key management strategy

Specialisation has always been the key to the expansion of knowledge. One person can only
know so much. If two people study the same thing, then their combined knowledge is no
greater than their individual knowledge. However, if they specialise, then their combined
knowledge is doubled. We commonly see this in the medical sector, as new technologies and
techniques emerge, there are new specialists in previously unheard of disciplines. In the
future you will outsource to specialists in many areas of your business. We use ourselves as
an example; Ten years ago, who would have thought of outsourcing computer backup?

Peter Thomas, Nexus Data Security
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15th - 18th March; Wellington

Wellington Medical Sales Roadshow. Nexus
representatives available to meet with Practice
Managers and Principals.

22nd March; Nationwide
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automatically upgraded to this.

March; Nationwide

Official NZMA launch. Member benefit available
to all NZMA members.

See MedSpeak for details.
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Nexus Acquires Safe Secure Ltd Online
Backup business.
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All of the Safe Secure customers have been
integrated into the Nexus System. To all those
customers that have just joined us due to this
agouisitigni, werwelepme youHaethedamilya .

Nexus issued Certificate of Authority by
the Justice Department of New Zealand.

As part of our ongoing commitment to ensure
that we provide the most secure and trust-
worthy data security service, Nexus has com-
pleted registration as a Security Company with
the New Zealand Ministry of Justice.
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More information at www.justice.govt.nz




Checking the health of your backups

I'f youdre not using a

such as that provided by Nexus, then you should
take particular care to ensure that the backup
device you are using is doing the job.

As part of our auditing service, Nexus frequently
picks up faults with backup systems, ranging
from minor data errors to complete failure.
Often, the owner of the business was unaware
that the backup system was not functional. Most

maayn eargre d his bisa ok anpindistryestt of tape
technology, nor the practices of most IT
managers. | toés just a

Failure of your backup system should not be
accepted as a Afact o]
guidelines to ensure that your manual backup
system will not let you down.

V The data should be encrypted using a

Tip 1: Perform periodic test-restores.
This involves restoring some or all data from a

f ¢ recent backup. Make sure that the data can be fully

restored and the files can be opened.

Tip 2: Replace the media regularly

In particular, if you are using tapes be aware that
they have a relatively limited life. The same is true
of Di sks, CD6s and USB
to data degradation due to environmental issues
such as heat, light, moisture, bumps etc. Taking

devi

systems will not alert you when things go wrong.
People go about chang
Disks without realising that the data on them is
not restorable.

unique password
tn gV ISa?aesho&th?e ScheckeE ae\'/)er?/ Stimeoitr is
backed up to ensure it is valid

these devices home with you exposes them to all of
these factors.

Tip 3: Have backup tested from time to time

Get Nexus, your IT provider or Fujifilm to test your
current backup system. ltos
ensure your valuable data is OK. Nexus provides this

service for free.

V You should back up to more than one
Tape-based systems are one of the most location (one of which is offsite)
vulnerable, so much so that Fujifilm now sell a
tape-checking system. Scott Harris of Fujifilm
expl ains AiNot only is
time, but the formats with which data on the
tape was written have progressed...99 times out
of 100, [I'T manager s] w
thoroughly test the tape to ensure that all the
data on that tape has been transferred without

V Data should be taken offsite securely

t h LRIty ¥ap gr seguge nterngt gonnegtion)

V The system should report success / errors
after each backup

Tip 4: Check it yourself

Don6t assume that staff
backups, security and privacy. Unless they are
specially trained, they will be basing their decisions
on many assumptions. Check the system yourself, or
get a professional to do it.

hav

time to

onodt take the 1
V It should work seamlessly, even if you are

on holiday

The Smarter Backup Solution

Nexus automatically backs up all of the computers in your office. It
encrypts the information and transfers is securely to the Nexus Data
Centre using your broadband Internet Connection. Nexus works while
you are sleeping, so you can sleep easy.

Compatible Operating Systems

Nexus is the supplier to members of:

- The New Zealand Medical Association

- Pegasus Health, Canterbury

- Pharmaceutical Services (The Pharmacy Guild)

- The New Zealand Private Physiotherapists Association
- Canterbury Rural PHO

- Compass Health, Wellington
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Nexus Customers Include:

Medical

- General Practices

- Pharmacies & Dispensaries

- Physiotherapists

- Optometrists

- Primary Health Organisations

General Businesses

- Accountants

- Financial Institutions

- Government Departments
- Real Estate Companies

- Security Companies

The Nexus Backup System also works with virtually all other software
and files. This includes databases (other than those listed above),
email systems, files, media. Nexus can also back up specialised soft-
ware systems such as MedTech, MedCen, Tonig, LOTS, Housten VIP,
MYOB, Quicken, Microsoft Office and many others.

PO Box 6160, Upper Riccarton, Christchurch P; 0800 14 11 14 F: 03 974 9855 E: contact@nexusdata.co.nz
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